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PERSI UPDATES MULTI-FACTOR
AUTHENTICATION REQUIREMENTS
Helping PERSI Members Protect Their Information

In the ongoing battle to stay ahead of
cyber-criminals, we find it necessary
to implement some new email security
measures to protect your confidential
information and PERSI benefits.

Cyber-criminals have developed their
abilities to the extent email account
takeovers are a common occurrence. Not
only can they see your private messages;
they can use your email account to try to
gain access to your financial accounts.
Email scams are a frequently used tactic
for stealing pension benefits or personally
identifiable information (PIl), which is then
used for other identity-theft crimes.

Email is not a secure channel for
communicating private information. It

is easily compromised at many points
along its path. PERSI eliminated Social
Security Numbers (SSNs) in outbound
messages years ago, but for convenience
to members, continued to accept inbound
messages. Now the risk has risen to

the point we must eliminate SSNs from
incoming messages as well.
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This change was implemented in
September. All incoming email messages
that contain full SSNs or have attachments
containing full SSNs will be rejected. You
will either need to remove the SSN from
the message or send it through a secure
channel, such as the myPERSI member
portal or US Mail.

We encourage all members to register
their accounts in PERSI’s member portal
at myPERSIl.idaho.gov. In myPERSI, there
is a secure messaging tool for members
to communicate with us and upload
documents. We strongly recommend
using myPERSI instead of email.

The days when a password was adequate
for securing online accounts are long
gone. Multi-factor Authentication (MFA) is
now a firm requirement for keeping online
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accounts secure. Within cyber-security
best practices, email is not an acceptable
method for MFA. Again, for convenience
to members, we have allowed the use of
email as a second factor. But in the case
of an email takeover, it is ineffective since
the cyber-criminals will have access to the
verification code we send.

Also implemented in September, we
eliminated the use of email for MFA.
Members who have set up email as their
only MFA method in myPERSI will need
to set up a different method the next time
they log in. Members can set up either
an authenticator app or text messaging
for MFA. We strongly encourage use of
an authenticator app. There are several
good ones that can be downloaded from
the internet for free. Microsoft, Google
and Apple offer them as do many other
companies.

INVESTMENTS UPDATE

Learn more about PERSI’s investments at
www.persi.idaho.gov/investments/.

In addition to the fiscal year-end
investment report, monthly reports are
posted where you can read about fund
performance, current allocations, and
strategy comments.

The compilation of unaudited data
collected from a variety of sources is for
informational purposes, only.

All data, and analysis is for
informational purpose, only.

Any opinions or analyses expressed are those
of the author and do not necessarily express the
views of PERSI or its board members.

ARE YOU LOOKING FOR HELP WITH MEDICARE?

Whether you are already retired or still
working but nearing age 65, you may

be confused about how Medicare works
and the many other options you have for
health insurance.

Idaho’s Department of Insurance and their
Senior Health Insurance Benefits Advisors
(SHIBA) program can help.

SHIBA can help people understand
Medicare — how it works, the advantages
and disadvantages of each option,

and how to avoid costly mistakes like
coverage gaps, penalties, and enrollment
errors.

They can help Idahoans find the right
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plan for their health, prescriptions, and
individual needs. Also, they can help with
complaints, appeals, and grievances in the
event of claim denials, billing disputes, or
other issues. SHIBA has many counseling
sites throughout Idaho, and counselors
are available to assist beneficiaries or
their caregivers. Services are free and
unbiased.

To learn more about SHIBA, register for a
SHIBA Medicare workshop, or schedule
an appointment with a counselor, call
1-800-247-4422.

For more information, tools, and other
valuable information, visit the SHIBA,
website at https://doi.idaho.gov/shiba/.



FREE RESOURCES FOR
WELL-BEING AND LIFELONG
LEARNING ON LiLl

Through the https://lili.org platform,
EBSCOhost provides free access for
Idahoans to an array of resources to
enhance well-being and facilitate lifelong
learning. There is a short log-in process
(just enter your zip code and city and
select your public library.)

Visitors to the platform can search
articles, books, journals, and more

to make informed health decisions
with trustworthy, easy-to-understand
information from medical professionals
and experts.

Other resources include MEDLINE, the
Psychology and Behavioral Sciences
Collection, the Consumer Health
Reference eBook Collection, Health
Source: Nursing/Academic Edition,
Health Source — Consumer Edition,
MedicLatina, a medical dictionary, and
Alt HealthWatch.

Idahoans who are lifelong learners can
also find a number of tools on
https://lili.org. EBSCO’s LearningExpress
offers the Popular Software Skills
Center for help with computer operating
systems and Microsoft Apps, including
Excel, Outlook, PowerPoint, and Word.

Check out https://lili.org for freely
available resources — 24/7.

LiLorg

EXCITING CHANGES
TO THE
PERSI CHOICE 401(K) PLAN

from the Choice 401(k) Plan Team

PERSI is excited to announce new
features to the PERSI Choice 401(k) Plan
(Choice Plan)!

Retired PERSI members who carry a
Choice Plan account balance, have
two new Roth options that were never
available before now.

The first enhancement is called an in-plan
conversion. This allows you to convert
existing pre-tax money in your account
into Roth dollars (be careful — there will be
tax implications).

If you make an in-plan conversion, the
amount you convert will be considered
taxable income the year of the conversion,
however those dollars and any future
investment gains on them will not

be considered taxable income when
withdrawn in the future, if it’'s a qualified
distribution as defined by the IRS.

Second, any PERSI retiree with a Choice
Plan account balance can now consolidate
by rolling Roth money from one or more
other qualified plans into their Choice Plan
account.

If you’re curious or want to learn more
about Roth in-plan conversions and
rollovers, contact the PERSI Choice 401(k)
Plan record keeper, Empower at 1-866-
437-3774.

You can also set up a time to meet with
your local Empower representative by
contacting Bruce Singkhaophet at bruce.
singkhaophet@empower.com or by phone
at 1-208-345-1120.
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HOLIDAYS

PERSI will be closed in observance of the

PERSI RETIREES: EXPLORE YOUR

myPERSI MEMBER PORTAL! following holidays:
from PERSI Member Education Team + Monday, October 13 — Columbus Day
« Tuesday, November 11 — Veterans Day
October is National Retirement Security Month—a great time to stay - Thursday, November 27 — Thanksgiving
connected with PERSI. Your myPERSI online member portal is a powerful > Ui IDeesmm o 2o = irsines
tool where, as a PERSI retiree, you can: If you have questions, call the PERSI
Answer Center at 1-800-451-8228 or 208-
- Update your tax withholding or direct deposit quickly and securely 334-3365.

» Review and update your personal information

« Upload documents to send securely to PERSI RETIREMENT BOARD

« Access proof of income and tax documents S S e

- View your unused sick leave balance, if applicable Park Price, Vice Chair
y . ’ PP Darin DeAngeli, Trustee

» Use the secure messaging portal to contact us Lori Wolff, Trustee

» Review and update your beneficiaries Josh Whitworth, Trustee

Executive Director / Michael L. Hampton

Watch our step-by-step registration tutorial to get started, and then, take Ty

a guided tour of the portal to see everything it offers. These educational Public Information Officer / Jenny Flint
videos are available online at www.persi.idaho.gov/retirees so you can www.persi.idaho.gov
learn whenever it's most convenient for you. Costs associated with this publication are avail-
able from PERSI in accordance with Idaho Code

Get started and log in today! 60-202.

607 N 8th Street . Boise, [daho 83702
4 208.334.3365 or 1.800.451.8228



