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Public Employes Retirement System of Idaho

PERSI EMPLOYER TRANSMITTAL PROCEDURE

Each of the PERSI Employers not using PETRA are required to transmit (Upload) their monthly statements via
Email using PGP encryption. The following is a step-by-step procedure of how the process will work and what
will be required of the respective Employers to upload their export files to PERSI.

History

When PERSI installed HREdge in 2001 we began to require employers to encrypt transmittal files using PGP
encryption. At the time PGP version 6.5.1 was open source and free. This version contained a command line
processor so encryption/decryption tasks could be automated. Soon there after PGP Corporation was formed,
and took over the maintenance of the PGP software. Although you can still get a free version of the PGP
software the original functionality of the program was split up with some features becoming separate for fee
services. Given this situation, PERSI has explored the use of alternative PGP software, and is recommending
converting to Gpg4win. Based on our own testing, current functionality is preserved along with support for
newer operating systems (Vista, Windows 7.0/8.0). The recommended version has a command line interface
(although the scripting syntax is different). Although the name of the software starts with GPG, the product still
uses PGP encryption.

OVERVIEW: A WORD ABOUT PGP

PGP® (or Pretty Good Privacy®) is a powerful cryptographic scheme that enables people to securely exchange
messages, and to secure files, disk volumes, and network connections with both privacy* and strong
authentication.

PGP is the world's de facto standard for email encryption and authentication, with over 6 million users.

*Privacy means that only the intended recipient of a message can read it. By providing the ability to encrypt
messages, PGP provides protection against anyone eavesdropping on the network. Even if the information is
intercepted, it is completely unreadable to the snooper. Authentication identifies the origin of the information,
certainty that it is authentic, and that it has not been altered. Authentication also provides an extremely
valuable tool in network security: verification of the identity of an individual. In addition to secure
messaging, PGP also provides secure data storage, enabling you to encrypt files stored on your computer.




Installation instructions

Screenshots may differ from this document depending on your operating system.

1. Download software from web site. http://www.gpg4win.org/download.html
(current version as of 12/06/2012 was 2.1.0)
2. Close all other applications. Make sure that no other programs are running on your computer.

3. Double-click on the file you have downloaded and follow the instructions on the screen.

Installer Language x|

f Please choose a language For the setup.
Bitke die Sprache des

Installations-Yorgangs angeben,

=
Ik I Cancel |

B. Select the install language and Click ‘OK”.

'{r}l Gpg4win Setup ;IEIEI

GPG\\ iN Welcome to the installation of
Gpgdwin

Gpgdwin is a inskaller package For Windows For EMail and File
encryption using the core componenent GnuPG For Windows,
Bokh relevant cryptography skandards are supported,
CpenPiaP and 3MIME, Gpgswin and the software included
with Gpgwin are Free Software,

lick, Mext to continue.,

This is Gpgdwin version 2,1.0
file wersion 2.1.0.1641

release date 2011-03-15

Zancel |

A. Click Next.



4. Accept the license.

® Gpg4win Setup =10 x|

\ Licenze Agreement
\ @ This saftware is licensed under the kerms of the GMU General

Public License (GPLY.

Press Page Down ko see the rest af the agreement,

| GMU GEMERAL PUBLIC LICEMSE il
Version 2, June 1991

Copywright () 1989, 1991 Free Software Foundation, Inc.

51 Frarklin Skreet, Fifth Floar, Boskan, Ma 02110-1301 US4
Everyone is permitted to copy and distribute werbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed ko take away your ;I

In shart: ou are allowed to run this software For any purpose. You may distribuke it as long
as wou give the recipients the same rights you have received,

Mullseft Install Swstem w2, 37-3

< Back I Mext = I Zancel

A. Click Next.



5. Choose the following software modules for installation.
GnuPG
Kleopatra (replacement for PGPTools)

GPA (key manager)
GpgEx
'l} Gpg4win Setup ;lglﬂ

\ Choose Components
\ @ Chaose which Features of Gpgdwin you want bainstall,

Check the components you want ko install and uncheck the components wou don't wank ko
install, Click Mext bo continue,

Select components ko inskall: SnUPG —Des.c.ription
Fositian wour mouse

Kleopatra GYEr & Comporent ko
GPA seg jts description,
[ ] Gpaot
GPgEX
[] claws-rail
|:| Gpgwin Compendium

Space reguired; 95, 1ME

Mullsaft Install System vE, 37-3

< Back I Mexk = I Cancel

A. Click Next.

6. Enter or accept the installation path.
'l} Gpg4win Setup

=101 x|

Choosze Install Location
Zhoose the Folder in which toinstall Gpgwin,

Setup will install Gpgdwin in the Following Folder. To install in a different Folder, click Browse
and select another Folder, Click Mext to conkinue,

Destination Folder

Erowse, .. |

Sparce required: 95, 1ME
Space available: 200,0GE

rullsaft Install System wa, 37-3

< Back I Mext = I Zancel




A. Click Next.

7. Choose the installation options.

=101 %]

@ Gpg4win Setup

\©

Please select where Gpadwin shall install links:

Install Options
Start links

W stark Menu

™ Quick Launch Bar

{Only programs will be linked into the quick launch bar.)

Mullsaft Imstall System w2, 37-3

< Back I Mext = I Zancel

A. Click Next.

8. Choose an installation folder.

=101 ]

!I} Gpg4win Setup

\©

Choose Start Menu Folder
Zhoose a Start Menu Folder For the Gpgdwin shorkouts,

Select the Start Menu Folder in which wou would like to create the program's shorbcuts, You
can also enter a name to create a new Folder,

Fopgvir]

10Tec Products -
Accessories
Administrative Tools
Zatalyst Control Center
Cisco

Dell Accessories
Full3ync

Funk Software
zhostscript

Google Chrome

HHD Free Hex Editor

HR Edge |

rullsofit Install System w2 37-3
< Back I Install I Zancel |

A. Click “Install’. The software will be installed.



B. Click on OK if any warnings are issued.

@ Gpg4win Setup ;IEIEI
F7

| Installation Complete
\ @ Setup was completed successFully,

Completed

Showe details |

Mullsaft Imstall System w2, 37-3

Zancel |

C. Click on the “Next’ button.
@Epg-#win Setup - |I:I|5|
i

| Define truztable root certificates
\ @ SIMIME configuration

Gpghwin needs a lisk of root certificates which wou trust,

(To use 5/MIME certificates for sign and encrypk, wou have to define the truskabilicy ﬂ
of ¥.509 rook certificates,)

& rook certificate (rook CAY is used ba check the walidity of all child certificates.
If o trusk the roaok certificake therbey wou trost also all underlying certificates,

To avoid that each user must search and install the required root certificates, and
also check and authenticate the brusbwaorthiness of the same, it is useful ta install
a system-wide defaulk of the most important root certificates;

=

Therewith wou can use S/MIME, the configuration is stringently required. Skip this
configuration only if wou don't want ko use 5fMIME,

[v Rook certificate defined or skip configurakion:

rullsoft Install System w2, 37-3

= Back I Mext = I Zancel |

D. Click the ‘Root certificate defined or skip configuration’ check box and then click the ‘Next’ button.




9. You may need to reboot your system depending on what is currently running while the installation takes
place.

% Gpg4win Setup =1

GP(;\\ iN Completing the Gpg4dwin Setup
Wizard

Your computer musk be restarted in order ko complete the
installation of Gpg4win, Do you wank ko rebook now?

™ I want to manually reboot later

« Back I Einish I Zancel |

A. Click Finish. Then reboot, to complete the installation and update your system’s path.



If you are converting from PGP to gpg4win continue. Otherwise, skip to step 12.

10. Export keys from PGP.
A. Start up the PGPKeys application
B. Highlight the keys you would like to export.
C. Click the export icon.

_loix

File Edit Mew Kews Server Groups Help

xd@oarer =H

Co

1 |

| & keyis) selected |

W

B

Save I ) =ip j - £ Ea-

|ideskbop @Elue Cross BCIFTPL Server.asc
| DoubleType-0.2.3.61 El'-.-‘endu:ur Insurance Test.asc
) local

| public

\_sqlexplorer

I ikemp

Filz narne: IE:-cpl:urted PGEF key(z)asc | Save I
Save as lype: I.-“-‘-.SI:II K.ey File [*.azc) j Cancel |

¥ Include Private Keyls]
V¥ nclude B.0 Extensions

D. Enter the File name.
E. Check the include Private Key(s), and include 6.0 extensions check boxes.
F. Click the Save button.



11. Import the keys into gpg4win.
Start the GPA application.

x

You do not have a private key yvet, Do you want
to generate one now {recommended) or do it
later?

| Generate key now Da it later

A. Click the “Do it Later” button.

The GPA application will be displayed.

W GNU Privacy Assistant - Key Manager = |EI|5|
File Edit Keys Windows Server Help

¢ O i & B @ O

Brief Detailed | Preferences | Refresh | Files Clipboard Card

- key ID & | Lser Mame —

Mo keys selected

Mo default key selected in the preferences.
B. Click the import button in the tool bar.




& Import keys from file

NG

Places

Marme

4 | Modified

@ Recently Used

[ trrcfarland

[=) Desktop

“e Local Disk (T

4 CD Drive (D)

& DWD-RMW Drive (E!)

= trncfarland on persis...
= Mail archive on 'Pers...
Z# Iton Persisan' (S:)
=¥ Persi on 'Persisan’ (T:) :
= FileNet_Patches on ...
2 Installs on 'Persisant,..

= Installs on 'Persisant,..

A | mR_emcwe|

BF Exported PGP K 35

3] EfDetach 5.4 {Applnfa).zip

2 fharcode.zip

2] filedatech.zip

2] filesytem.zip

4% free-hex-editor exe

4% GIMP_Partable_2.2.17.paf.exe

[ glscene_install_d7.rar
il 2] glscene_v_1000714.zip

@ grupg-wazcli-1.4.7.exe

A gpgawin-1.1.4.exe

% gpgawin-2.0.1.exe

42 indy10.1.5_d7.exe

% jabaco-setup-win3z2.exe

[ Replace. jar

2] jtds-1.2.2-dist.zip

1] WCL333Complete]CL1101-Build2725, zip
4] WCL3CompletalCL1102-Build2072 zip

02,/13,/2006
12/01,/2005
06,/14,/2007
06,/15/2009
10/1242007
03/03/2007
07,/19/2007
07/19,/2007
05,/15,/2007
07 /07 /2009
Yesterday at 13:54
07 /12 /2007
06,/24,/2009
0a/27 /2007
0s,/05,/2008
03/06,/2003
10/29,/2008

ﬁ Cancel ‘ — Open

C. Navigate to your exported pgp key file.
Highlight it, then click the Open button.

;

12 public keys read
6 public keys imported

L | 0 public keys unchanged
3 zecret keys read
3 zecret keys imported
0 zecret keys unchanged

x|

The keys will be imported.

10



1o/
File Edit EKeys Windows Server Help
_.""',‘ ;\:‘ h @
“'5” @ i B E‘ ﬁ (]
Brief Detailed | Preferences | Refresh | Files Clipboard Card
FY

ser Mame

e key IO &

=3 P 4Cz2804D07 Affiliated Computer Services

=3 P BERFF4CA MELLCM_IDAHO

=3 P 7O7B2280 Blue Cross BCIFTPL Server <bcifipl@beidaha.cam =
S P 554E8398
&3 P 9DS7E474 PERSI Admin <administrator@persi state.id.us =
B3 P 14685722

PERSI Ermployers <employvers@persi.state. id.us=

Mo keys selected

Wendar Insurance Test <thomas. mcfarland@persi. idaho.gov =

Mo default key selected in the preferences.
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D. Click the Detailed icon in the tool bar.

&” GMU Privacy Assistant - Key Manager -0 x|

Eile Edit EKeys MWindows Server Help

& ® R 9| O dio & B O

Edit Delete Sign Import Export | Brief |Detailed | Preferences | Refresh | Files Clipboard Card

tﬁ Key Manager

- Key ID & [Expiry Date « | Owher Trust « | Yalidity & | User Name

=3 P 4C286407 never expires  Unknown Unknown  Affiliated Computer Services

=3 P BEBFF4CA never expires  Unknown Unknown  MELLOM_IDAHD

=3 P FOFB22B5 never expires  Unknown Unknown  Blue Cross BCIFTPL Server <bciffpl@bcidaho.com=
&3 P 554E52928 never expires  Unknown LUnknown  PERSI Employers <employers@persi.state.id.us>
3 P ODS7E474 never expires  Unknown Unknown  PERSI Admin <administrator@persi.state. id.us>
=3 P 140685722 never expires  Unknown Unknown  “endor Insurance Test <thomas. mcfarland@persi.ic
[l O

aaaaaaa

Mo keys selected

Selected default key: 9DS7847A PERSI Admin <administrator@persi state.id.us=

12



E. Highlight each key, then use the ‘Keys|Set Owner Trust” menu option to display the following
dialog.

«” Change key ownertrust X

Lizer Mame: MELLOMN_IDAHD
Key ID: BER774CA
Chnerier Trust

You don't knowe how much 1o frust
this user o verify other people's keys,

() Mewver

You don't trust this user at all to verify
the validity of other people's keys at all,

() Marginal

You don't trust this user's ability 1o verify the validity of other
people's keys enough to consider keys valid based on his/her
sole ward.

Howewver, pravided this user's key is valid, you will consider a
key signed by this user valid if it is also signed by at least
other twa marginally frusted users with valid keys

() Bull
You trust this user's ability o verify the validity of other
people's keys =0 much, that you'll consider valid any key
signed by himher, provided this user's key is walid.

() Ultimate

You consider this key valid, and trust the user so much that
you will consider any key signed by himger fully valid,

darning: This is intended to be wsed for keys you own, Don't
use it with other people's keys unless you really know what
you are doing)

-Cﬂgk: % Cancel ‘

Set your own keys to ‘Ultimate Trust’ and others’ keys to ‘Full’. Click the ‘OK” button.
Once all of the keys have their trust attribute set, close and restart the GPA application.



«” GMU Privacy Assistant - Key Manager =10 x|

File Edit EKeys Windows Server Help

o & w® R

Edit Delete Sign Import Export

Brief

) %

Detailed | Preferences || Refresh | Files Clipboard Card

& B O

,ﬁ Key Manager

e key ID & | Expiry Date

Crwner Trust « | Validity «

LIser Name

=3 P 4CZ286407 never expires
=3 P BORF74CA never expires
=3 P TOTRZ2EBH never expires
=3 P 554E8398 never Expires
=3 P 90578474 never expires
=3 P 14685722 never Expires

Full
Full
Full
Liltimate
Liltimate
Liltimate

Unknown
Unknown
Unknown
Fully %alid
Fully walid
Fully %alid

affiliated Computer Services

MELLOM_IDAHD

Blue Cross BCIFTPL Server <bcifiplidbcidabo.com:
PERSI Employers <emplayers@persi.state. id.us =
PERSI Admin <administrator@persi state. id us=

Yendor Insurance Test <thomas. mcfarland@persi. ic

Mo keys selected

Selected default key: 9DS7347A PERSI Admin <administrator@persi state.id us=

F. Highlight each partner’s public key, then use the ‘Keys|Sign Keys’ menu option to display the

following dialog.

14



+" Sign Key x|

Do you want to sign the following key?

Lizer Mames: affiliated Computer Services
Michalas Dunmyer <Micholas, Dunmeyer@acs-ine, com =
Elliot Santos <elliot.santos@acs-hro.com

Fingerprint: 9033 FFFR 9003 B103 7224 AE18 6644 2DEDQ 4C28 6407

Check the name and fingerprint carefully to
be sure that it really is the key vou want o
Sigr.

All user names in this key will be signed.

The key will be signed with your default private key,

Click “Yes’. You may have to enter your passkey to sign your partner’s public key. Repeat for each public key.

*Key files are created and saved in the c:\\Document and Setting\%username\application data\gnupg directory if

default file paths were used during installation.

15



New users only!
12. Download PERSI Public key.
a. Use your web browser to navigate to the PERSI Employers transmittals page.
http://www.persi.idaho.gov/employers/transmittals.cfm

#% PERSI Transmittals :, Public £ 3¢

L C' [ www.persistate.id.us/employers/ransmittals.cfim

& Mational Weather Ser...

| Experis [ RegistrationLogin Form T OraclefPLSOL Topics [~ | Advanced Search £, Cracle Built-in Packag... S0L Examples #:

Helping Idaho Public Employees Build & Secure Retirement Home Retirement Board About Contact Us Idaho.gow

|Search @ "I’
\ I

Public Employee Retirement System of Idaho
Member and Retiree
’ PERSI Account Access

“myPERST Login

A+ | A= | Mormal

B Members
> Reirees Transmittals
» Employers
Reporting
B Brachures : S
Transmittal reporting instructions and toaols
B Online Services » IRIS Specs, Workshops, and Correspondence - Changes are coming regarding PERSI s Mew Pension Administration
System,

P Irvestments
Employer Transmittal Reporting Manual ™ - & detailed review of transmittal reporting methods, fields, and methods

P Education of payment - for employers that e-mail their transmittals to PERSI - updated May, 2010,

» PETRA - & weh-based method for transmittal reporting. For information on how to sign up, click here.

Encryption

Employers MUST encrypt transmittal files that are sent to PERSI in order to protect confidential data. If you use
PETRA, PETRA encrypts the files for wou. If wou don't use PETRA, you must use encryption when sending your
transmittal files to PERSI.

)

=

PERSI currently supports GPG (GnuPs for Windows) for file encryption. It's a free file encryption solution,

=

Prior to using GPG, PERSI supported PGP 7.1. PERSI will continue to provide support for employers using this older
software, but please note that it fails to operate in Windows operating systems newer than Windows ®P.
Upgrading your computers to Windows Yista, Windows 7, or later, will require switching to GPG.

Any keys created using the old PGP software can still be imported and used by GPG.

=

GPG Installation and Usage Instructions

Download GPG from PERSI's Site or GPGE's Site (7

=

=

PERSI Employers Public Key - If needed, download the PERSI Employers Public Key,

Payments

b. Right click on the “PERSI Employers PGP Public Key” link.
c. Select the ‘Save link as’ menu option.

16



saveas 21|
Save jn: IE}DDwnluads j o P G-

EMichsnFt JDBC Driver 4.0 For S0L Server

Desktop

Y

by Documents

W
-

tdy Computer

File name: IF'EHSI_E mployers, asc j Save I
j Canzel |

&

Save as lype; I " asc

D. Click the Save button. Note this directory and filename, as it will be used later.

13. Create your Public/Private Key Pair.

a. Start the GPA application.
EEE— X

You do not have a private key vet. Do you want
to generate one now (recammended) or do it
|ater?

Da it later

b. Click the “Generate key now” button. The following form will display.

17



+” Generate key

Generate key

Please insert yaur full name.

for others to identify keys,

:I Your name will be part of the new key o make it easier

=10l x|

Your Mame: |Employer Name|

E{} Eorward

ﬁ Cancel

c. Enter your employer name and click the ‘Forward’ button.

«” Generate key

Generate key

Please insert your email address.

later,

Your email address will be part of the new key to make it
easier for others to identify keys. If you have several
emmail addresses, you can add further email adresses

=10l x|

Your Email Address: Iﬂﬁumas.mcfarland@perai.idahn.guﬂ

< Back | . Eorward

x Cancel

d. Enter your email address then click the ‘Forward’ button.

18



+” Generate key

Generate key

[t iz recommended that you create a backup copy of your
ew key, once it has been generated.

Do you want to create a backup copy?

=10l x|

) Do it later

® ECreate backup ':':'Ifl':."

ﬁ Cancel

ﬁq-l'_ Back Eb Eorward

e. Leave the default selection “Create backup copy” and click the “Forward” button.

? | Enter passphrase

x|

Passphrase I

Ciualiey: |

(0] 4 Zancel

f. Enter a passphrase (you must use letters and numbers and meet minimum length requirements),

then click the “OK” button.

This passphrase is very important and your key pair cannot be used without it.

Keep it in a secure place.

Flease re-enter this passphrase

X

“

Passphrase I

(0] 4 Zancel

Re-enter you passphrase. If you successfully reproduce your passphrase the next display will appear.

19



" Backup key to file

Mame:

Save in folder;

Etmctariand

M ‘

= Browse for other folders

4 IE"tmcfarland

Create Folder

Generating backup of key: 9276C537

Places ‘ — | Name - ‘ Modified ‘ —
& Recently Used [= .irepart 10/24/2012
= [= kde 10/19/2009
= Desktop = .lein 11/05/2012
< Local Disk (T2 [= .lighttable 11/05/2012
4 CD Drive (D) = .mz 11/05/2012 =
L DVD-RW Drive (E:) [= .netheans 1042472012
% tmcfarland on ‘pe... | [0 swt 06/21/2012
¢ Mail archive on 'P... = vplls 12/10/2008
“# It on ‘Persisan’ (31) | [ XDEV 11/16/2012
S¢ Persi on Persisan... [ ptana Rubles Tuesday
“# Filehet_Patches ... | | deskiop41 10/04/2011
- T [=) Desktop Tuesday
A ‘ s R IOV ‘ [= Favorites 11/03/2011 ||

%Qancel ‘ Ega\te
g. Click the “Save” button. The following will display.
x|

& copy of yvour secret key has been made to the file:

"2 i\Documents and Settingsttrmcfarlandysecret-key-9276C537 . asc"

g

This is sensitive information, and should be stored carefully

{for example, in a floppy disk kept in a safe place).

h. Click the “Close” button. The 2.1.0 version of the software can end your gpa.exe program with

an error. If you receive the ‘Please tell Microsoft abount this problem’ dialog, just click the

‘Don’t Send” button. Then, double click the GPA icon to restart the program.

i. Your key pair should be displayed.

20



=
Eile Edit EKeys MWindows Server Help
P — ™ —
B & ad I @ &> & B @ O
Edit Delete Sign idmport; Export | |Brief Detailed | Preferences | Refresh | Files Cliphoard Card
,ﬁ Key Manager
= key ID &« | Liser Mame =

Mo keys selected

3 P BSBEIROS Employer Name <thomas. mcfarland@persi.idaho. govs

Selected default key: BSBEEBSS Employer Mame <thamas. mcfarlandi@persi.idaho.gov=
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14. Import the PERSI public key into gpg4win.
a. Select the menu action Keys|Import .

_Io/x]
File Edit Im Windows Server Help
@ Eefresh b SLo
oo & B @ O
Edit Delet] | ] Mew key... Ctrl+H piled | Preferences | Refresh | Files Clipboard Card
| Delete keys
R ke
@z Sigr Keys...
e ke Set Owner Trust, ., -

&3 p pog @€ Edit Private Key... arland@persi. idaho.goy>

£~ Import Keys...

@ Export Keys...
Backup. ..

Mo keys selected

Selected default key: BSBEERSS Employer Mame <thomas, mcfar land@persi. idaho.gov =

A file dialog box will be opened.

22



& Import keys from file x|

Bl

Blaces MName Modified -
@ Recently Used = sqlexplorer 08,/20,/2009
[ trncfarland = termp 11/19/2008
[ Desktop [ DoubleType-0.2.2.61 11/18,/2008
“e Local Disk (1 = public 04/18/2008
L CD Drive (D1) [ desktop 04/18/2008
L DYD-RW Drive (E:) [ local 04/18,/2008
2 tmcfarland on 'persis... 10:08
¢ Mail Archive on 'Pers... 53' wavemaker-community-5.2.0.exe Yesterday at 12:25
“# Itan Persisan' (S:) | @ Exported PGP Key(s).asc Yesterday at 10:15
¥ Persi on Persisan’ {T:) 4% gpgawin-2.0.1.exe randzy
“¢ FileMet Patches on .. @ aptana_Studio_Setup_1.5.1.exe Friday
“ Installs on Persisart,.. |7 mindscriptd. o7 exe Thursday
= Ingtalls on 'Pargizant,.. | toadsql.sql 10/09/2009
2] Catalogue_Mailmerge.zip 09/28/2009
2] aubitaglsrc, 1, 10RC.65.tar. gz 038,/25/2009
= mxnativeexcel _1_26.zip 09/24/2009
¥ OutSystems-agilePlatfior m-Setup.exe 09/24,/2009
2] myxexparts_2_29.zip 09/24,/2009
A | s Femoye |
AB Abmsicicwnd T Mecah in miee N A2 Snmm ﬂ
ﬁ Cancel ‘ — Open

b. Navigate and find the PERSI_EMPLOYERS.asc file that you previously downloaded. Click the
“Open” button.

x

1 public keys read
1 public keys imparted

i | 0 public keys unchanged
0 secret keys read
0 secret keys imported
0 secret keys unchanged

C. Click the “Close” button.
D. Highlight each key, then use the “‘Keys|Set Owner Trust” menu option to display the following
dialog.
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+” Change key ownertrust ﬁl

Lizer Mame: MELLOMN_IDAHD
Key ID: BER774CA
Chnerier Trust

You don't knowe how much 1o frust
this user o verify other people's keys,

() Mewver

You don't trust this user at all to verify
the validity of other people's keys at all,

() Marginal

You don't trust this user's ability 1o verify the validity of other
people's keys enough to consider keys valid based on his/her
sole ward.

Howewver, pravided this user's key is valid, you will consider a
key signed by this user valid if it is also signed by at least
other twa marginally frusted users with valid keys

() Bull
You trust this user's ability o verify the validity of other
people's keys =0 much, that you'll consider valid any key
signed by himher, provided this user's key is walid.

() Ultimate

You consider this key valid, and trust the user so much that
you will consider any key signed by himger fully valid,

darning: This is intended to be wsed for keys you own, Don't
use it with other people's keys unless you really know what
you are doing)

-Cﬂgk: % Cancel ‘

Set your own keys to ‘Ultimate Trust’ and other’s keys to ‘Full’. Click the ‘OK” button.
Once all of the key have their trust attribute set, close and restart the GPA application.

E. You are Done! Close the GPA application.

Encrypting and Signing Instructions

1. Start the Kleopatra application.



=lof x|
File “iew Certificates Tools Settings Window Help
(] il
5 5 c (%] &%
SignEncrypt Files  DecryptMerify Files | Redisplay  Stop Cperation | Lookup Cerificates on Server
| Finet | My Certificates |
Ll My Certificates | Tiusted Cedificates | Other Certificates | =]

Mame — ° E-tail “alid From “alid Lintil Details Fingerprint
~Wendor ... thomas.mcf... 20090727 OpenPGP CAZDD1CACC..
- PERSIE... employers@... 2000-12.06 OpenPGP F6i62C1689..
“- PERSI Ad... administrato... 2000-12-11 OpenPGP BCA3GADGOE...

2. Click the Sign/Encrypt Files icon (also available from the File menu).

Select One or More Files ko Sign and/or Encrypk 2]

Laaok jn: I tdy Documents j & £ Ef-
acs_comparison_20090206, sql I?:l AckRekStak2008
1 acs_fix_2007-03-30,sq| E:l Actuarial_quesk
ky A it acs_fix_2007-03-30b, sql actuarial_scripk:
Lo 3 acs_fix_2007-04-03.sq| actuarial_scripk:
acs_fix_2007-04-05_term_dates, sgl E,_] Actuary 2007, do
IEI acsreda, bxk I@].E'.n:tuar':.:'EIZIIIIB.u:It
@acstestfileﬂ?l?EDDB.zip @I_] Actuary_2007_
@acstestfiles.zip actuary 2007
@I_]F'.CTI'-.-'E WITH OR WITHOUT & BALAMCE, xls @l_]actuary_zl:ll:lﬁ_l
[Z] actibrotatz00a, bt B actuary_z009_
Ej ActMermber20035, bxk actuary_2009_)
. AckOubputEmplowver 2008, bxk E,_j Actuary_wrm_z
IEI AckoubputMember200&, Exk mnffiliatedCDmpL
IEI AckOukpukR ekiree2003, bxk m alan_class_3s_t
=| ActRetiresz003. kxk @I_]alan_class_Ss_t
H B [

File name: I.-’-‘-.n::tEI utpUtE rplaoywer 2003, bt j Open I
Filez aof type: I,-'i'-,ll Files [ j Cancel |
s

3. Navigate to find the file you want to encrypt and click the *Open’ button.
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4. Choose your encryption options.

& Sion/Encrypt Files 21|

What do you want to do?
Pleasze select here whether you want to sign or encrypt files.

Selected file:
® C/Documents and Settingsdmecfarland®dy DocumentsdactOutputEmployer2008. txt
& Sign and Encrypt (OpenPGR only)

 Encrypt
 Sign

W Text output (ASCI armor)

™ Remove unencrypted ariginal file when done

< Back | Mext = Cancel

A. Click “Next”. If “Text output (ASCII armor)’ is unchecked the file will encrypt but have a .gpg
extension.
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5. Select the recipients for the file.

W& Sign/Encrypt Files

Whom do you want to encrypt to?

Flease select whom you want the files to be encrypted to. Do not forget to pick one of

your own cerificates.

2 x

Eind:

|A|| Certificates

[

Marme

=

E-Mail

“alid From | =

- PERSI Employers
- PERSI Admin
- MELLOM_IDAHD

~Yendor Insurance Test

thomas.mcfarland@persi.idaho.gov 200907 27

employers@persi.state.id.us
administratongipersi.state.id.us

- Blue Crass BCIFTP1 Server beiftpli@bcidaho.com
- Affiliated Computer Services Michalas. Dunmeyen@acs-inc. com

200012 06
2000-12-1

000 44 04

This cedificate is cu

W Add A FEermove

2005-12-23 _ILI
[

Mare % E-ail

“alid From

Walid Lntil

Details

| 2

< Hack [Hext =

Cancel |
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6. Highlight the recipient name(s) (including yourself and PERSI) and click the add button.

& Sion/Encrypt Files d |

Whom do you want to encrypt to?

Flease select whom you want the files to be encrypted to. Do not forget to pick one of
your own cerificates.

Find: |l Certificates |
Marme o E-Mail walid From | -2
- Yendor Insurance Test thomas.mcfarland@persi.idaho.gov 200907 27
- PERSI Employers employers@persi.state.id.us 20001206
- PERSI Admin administratongipersi.state.id.us 2000-12-1
- MELLOM_IDAHD 2000-11-01
- Blue Crass BCIFTP1 Server beiftpli@bcidaho.com 2006-11-28

- Affiliated Computer Services Michalas. Dunmeyen@acs-inc. com 20051223 =
| »

W Add A BEemove
Marne i E-Mail YWalid Fram | “alid Until | Detail
§----"-.fendur Insura... thomas.mcfarland@persi.... 200907 27 OpenP!
- PERSI Employers employersgpersi.state.id.us 2000-12 06 OpenP!
| | |
< Back Mext = Cancel |

A. Click the “Next” button.

28



7. Choose the signing key.

W& Sign/Encrypt Files

Who do you want to sign as?
Flease choose an identity with which to sign the data.

2 x

V| Sign with OpenPGE
I~ Sign with SIMIME
CpenPGP Signing Cerificate:

IPERSIAdmin =administrator@persi. state.id us> (GDA7E47A)

¥ Bemember these as default for future operations

= Back Sign & Encrypt

Cancel

A. Click the Sign & Encrypt button.

8. Enter the Pass Phase.

i

( |—| Flease enter the passphrase to unlock the secret key for
»  the OpenPGR certificate:

. "PERSI Adrmin <administrator@persi.state. id.us ="
1024-bit DSA key, ID 90578474,
created 2000-12-11.

% Cancel ‘ QEIQK’ ‘

A.Click “OK”.
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9. View the results screen.

W& Sign/Encrypt Files

Results

otatus and progress of the crypto aperations is shown here.

2 x

CpenP GP: All operations completed.

¥ |<eep open after operation completed

= Hack

Einish

Cancel

A.Click “Finish”.

Note: The export file will now be compressed (to approx. 10% of original size), encrypted and copied to a new file of the same name

with the added extension of .asc or pgp.
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Decrypting Instructions

1. Start the Kleopatra application.

_lo/x]
File “iew Certificates Tools Settings Window Help
i [
. 5 c (% &%
SignEncrypt Files  DecryptMerify Files | Redisplay  Stop Cperation | Lookup Cerificates on Server
| Finet | My Certificates |
Ll My Certificates | Trusted Cenificates | Dther Certificates | =]
Mame — ° E-tail “alid From “alid Lintil Details Fingerprint
~Vendor L... thomas.mcf... 20090727 OpenPGP CAZDD1CACC..
-~ PERSIE... employers@... 2000-12.06 OpenPGP Fb6362C1689. .
- PERSI Ad... administrato... 2000-12-11 OpenPGP BCA3BADGOS. .
A. Click the Decrypt/Verify Files icon.
2. Navigate and select the file to decrypt.
Select One or More Files to Decrypt and for ¥erify ilil

Loak: i I by Documents

~] e ®ckE-

acs_comparison_20090206,sql
acs_fix_2007-03-30.5q)
acs_fix_2007-03-30b. sql
acs_fix_2007-04-03.5q]
acs_fix_2007-04-05_term_dates. sql

E acsredo, bxt

") acstestfile07172008. zip

:Qacstestfiles.zip

0] ACTIVE WITH OR WITHOUT & BALANCE xls
[Z] actibrotatz00a. bt

[Z] ActMemberz008. bt

[Z] ActOutputEmplover2008. bxt
ActOutputEmployer 2008, kxt, asc
[Z] ActoutputMember 2008, kxt

I'.é_“"J AcbOubputR etireez005, Exk

H N

[Z] actretiresz005
[Z] actretstatzon:
IE] Actuarial_quesk
actuarial_scripk:
actuarial_scripk:
] ackuary 2007, de
] achuary 2008, de
B actuary_z007_
actuary_2007_1
E,_j actuary_2005_1
@,_] actuary_2009_)
actuary 2009 )
@I_] Ackuary_wrm_z
@1 AffiliatedCampr
B alan_class_3s_t

File name: I.-'i‘-.ctI:I utputE mploper2 008, . asc

Files of type: | &0 Files )

[
=

Open

Cancel

i

A. Click the Open button.
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3. Choose the decrypting options.
Choose operations to he performed

Here you can check and, if needed, override the aperations Kleopatra detected for the input given.

I™ Input file is a detached signature

Input file: C:/Documents and Settings/ftmefadand/My DocumentsfActOutputEmployer 008 txt. asc

Signed data;

¥ Create all output files in a single folder

Output folder, | C:/Documents and SettingsfAmcfarland/My Documents

Back Decryptferify

=]

Cancel |

A.Click the Decrypt/Verify button.

4. Enter the pass phase.
=10

() Please enter the passphrasze to unlock the secret key for
w  the CpenPEP certificate;
\  "PERSI Employers <emplayersi@persi.state.id.us="
20<48-hit ELG key, ID EIBDCAFR,

created 2000-12-06 {main key [0 S54ES398),

%’ Cancel ‘ -(ﬂQK ‘

A.Click the OK button.

5. View Results screen.
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& Decrypt/Yerify Files

Results

All operations completed.

LU LU L L (RS

ActOutputEmployer2008.txt. asc — ActOutputEmployer2008 txt: Signed by
administratorgepersi.state.id.us

Show Details
oh o Audit Log

W eep open after aperation campleted

Back

W Ok Cancel

A. Click the OK button.
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Transmitting (Uploading) the File to PERSI
1. Within Outlook / Outlook Express (or other email client) create a new mail message as follows:

To: employers@persi.idaho.gov
Subject: M545 Biweekly 20091130.xmt.asc (Subject must be the same as export file name)

2. Insert the newly encrypted file as an attachment.

3. Click on Send. You’re Done!
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Command Line Scripting
If you are using the command line interface the command line scripts will need updated.

Examples.

Current encryption command

pgp -sea filepath\filename "Send to Company Name" -u "from signing key" -z passphrasel
New encryption command

gpg --batch -u "from signing key" --passphrase passphrasel -sea -r "Send to Company Name" filepath\filename

Current decryption command

pgp +batchmode +force "filepath\filename” * “ -u "recipient_key" -z passphrase

New decryption command

gpg --batch -o “outputfilepath\filename” -r "recipient” --passphrase "passphrasel" --decrypt

“filepath\filename.gpg”

* any file paths, file names or user names with embedded spaces must be enclosed in double quotes
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